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Executive Summary

This deliverable contains the CrAFt internal risk management process and the
results of the first regular review and update of the internal risk tables. It is part of
overall project coordination. It contains risks related to the project work packages
and the work with the cities, but does not relate directly to the cities themselves, in
this version.  It defines detailed risk management and review processes and sets
expectations, procedures, and responsibilities. It presents an extended version of
the risk tables, updated with the state at the time of writing, and defines more
detailed criteria for each identified risk and overall processes, leading to an
operational risk management and tracking.
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1. Introduction
This deliverable presents the risk management strategy and processes of CrAFt
and the initial registry in the form of a risk table. It is linked to Task 7.1: Project
Coordination.

CrAFt is a complex project in a dynamic environment, between cities, the EU Cities
Mission, the New European Bauhaus, and other related initiatives and networks. To
ensure the ambitious goals of the project, potential or current risks to the project’s
success needs to be identified and handled in a strong, structured, and timely
manner.

Risk management is an integrated part of the overall project management down
to individual Work Packages, Tasks, and partners. All consortium partners, Work
Package leaders, and the Project Coordination Team are included in the risk
management process to ensure integration of all stakeholders and viewpoints.
Partners are expected to actively participate in risk management and actively
work on risk mitigation, in line with the relevant agreements. The project does
overall risk management with the help of an overall table of Critical Risks, which is
also shared in the EU Participant Portal as part of regular reporting, and through
individual processes as part of the management of individual Work Packages and
Tasks.

Managing risks is an iterative, adaptive, and ongoing process. It needs to be able
to respond to changed context and project characteristics over time. Risk
management should aim to not only react, but also anticipate and mitigate risks
through appropriate processes and responses.

The table of identified risks will be regularly reviewed and evaluated to ensure
regular updates yearly and in sync with periodic reporting. Risk review will include
regular checking and updating of risks, mitigation measures, severity, imminence
etc. The detailed risk assessment process consists of risk identification; risk
analysis in terms of likelihood, impact, and other factors; and risk evaluation and
decisions; leading to risk treatment; a process in line with ISO 31000. The risk
management process itself can also be evaluated and improved through
experiences over the project lifetime. Results will be documented in updated risk
tables and updates to future versions of this Risk Management Deliverable.

The regular review process of the risk table is linked to the overall project change
management as described in D7.1: Consortium Plan 1 (internal) to ensure risks are
regularly updated in line with overall project management.
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Specific project financial risks in overall project reporting are dealt with in the
periodic reporting and are out of scope of this Deliverable. Specific economic risks
for the project and its objectives are in scope.

The current state of the risk tables is based on the DoA and its Critical Risks table.
The internal risk tracker was initiated with those. Risk impact, likelihood, and
weight were added. Only small adjustments were made on risk descriptions to
better fit the experience in the first half year, mainly regarding personnel changes
and handover processes. Further details and tracking will be developed and
added as part of the process and the regular updates.
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2. Process and Structure
The CrAFt Risk Management Strategy will ensure early identification of potential
risks within the innovation phase as well as during full-scale demo project
implementation, monitoring and replication. Potential mismatches between risk
owners and risk appetite across the consortium will be addressed, and risk
identification and mitigation practices are implemented across the entire
life-cycle of the project. It is defined in this Risk Management Plan and tracked in
the risk table in the masterlist. Risk management within the project will be
governed by the hierarchy of avoidance, transfer (risk shaving), mitigation,
adaptation, and acceptance by engaging all partners. Risk management
regularly reassesses and acts on the risk identified in the Critical Risk Table. The
aim is to keep as many risks as possible at low or medium, through adequate
mitigation measures, and hence reducing the risk level. Increased risks, at any
stage of the project, will be examined and discussed, and new mitigation
measures put in place to reduce the overall risk to an acceptable level.

In some Project Management literature, risks can be negative and positive, as
events happening in/to the project. The goal of project risk management then is
to increase the level of positive risks and decrease the level of negative risks, to
support the project success. We keep with the common definition of risks versus
opportunities, to ensure readability and easy understanding. However, we stress
that we need to embrace such opportunities and use strategies to exploit (the
opportunity directly), enhance (the likelihood), share (by allowing other parties to
exploit), and accept (as it comes) such opportunities to embrace both sides of
unforeseen events.

The goal of the risk management processes is that project risks are identified,
analyzed, evaluated, and treated in a structured process that monitors and tracks
them, and raises risks to the right level and responsibilities in the project. The
processes and structures in the project are based on best practices, frameworks
such as the Open PM2 Project Management Framework1 and ISO 310002 processes.
Furthermore, the processes and this resulting document are based in particular
on experience of the Coordinator from the +CityxChange project3. Most content
here is taken from the D11.3 +CityxChange deliverable and adapted for CrAFt,

3 +CityxChange Project Deliverable D11.3: Risk Mitigation Registry, 2019,
https://cityxchange.eu/knowledge-base/risk-mitigation-registry/; +CityxChange Project

2 ISO 31000:2018 Risk management -- Guidelines, International Organization for
Standardization, https://www.iso.org/standard/65694.html

1 OpenPM² - Open Project Management Methodology
https://ec.europa.eu/isa2/solutions/open-pm2_en
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mainly by shortening descriptions, focusing on main points, and simplifications of
processes. Further details will be developed out of the ongoing risk management
task, linked with the WPs.

Risk Management takes a high-level place in the project management structure,
and all WPs are expected to contribute. The Coordinator will appoint the Project
Manager to the Risk Manager role, supported by the Management Support Team.

Risk reviews will take place regularly, as part of the updated Deliverables of this
series, and as part of the Periodic Reporting to the EC. Additionally, risks can be
raised through the processes described below to ensure fast reaction and
mitigation. Risks that develop faster than anticipated, cross a threshold level
above medium, or are the results of actual incidents, need to be raised
immediately for proper risk handling.

The regular reviews also could include what-if scenarios, to better understand
influence factors and possible cross-dependencies, and to understand potential
changes in environmental and context conditions. This includes identification of
new risks, review of existing risks, adaptation of risk level assessments, adapting
risk response strategy and mitigation actions, implementation of mitigation and
follow up of mitigation results so far, learning from other projects and external
factors, other issues, reporting of risks to the relevant bodies, escalation of risks
when needed, and consistent and structured tracking with a detailed risk table.
Periodic updates are the basis of checking and updating risks, mitigation, severity,
imminence etc., the occurrence of risks over time, forecasting in combination with
what-if scenarios, regular reviews with the cities and WP leads, clear
responsibilities and regular reviews, and a structure for follow ups.

The following graphic provides a high level overview of the steps.

Figure 1: Simplified overview of Risk Management Process (Source: +CityxChange
D11.9)4

4 Deliverable D11.9: Risk Mitigation Registry 3, 2021,
https://cityxchange.eu/knowledge-base/d11-9-risk-mitigation-registry-3/
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Risk Identification

Risks identification considers both individual Task risks and sources of overall
project risk. Risks can be raised by any project member, but should go through the
Task leaders and Work Package leaders as risk owners as part of overall Work
Package responsibility in the Technical Board and other arenas with the Project
Manager (PM). The PM organises the process. Risks need to be raised in a
sufficiently detailed fashion, the risk table will provide a template for this. In
addition to the risk description, at minimum the initial estimate of risk likelihood,
impact, overall risk level (weight), and imminence need to be documented,
together with other factors. Preliminary risk responses may also be identified and
recorded.

Risk Analysis

The PM assesses the risk and its status with the one who raised the risk, and
coordinates between multiple parties. In case of disagreements in the overall
process, they can be escalated to the Executive Board. Risk description, likelihood,
impact, and other factors are determined. The risk level and imminence model is
described below.

Risk Evaluation and Decisions

This step assigns a risk owner, defines appropriate risk response strategy, and
discusses and defines mitigation actions. New risks need to be presented to the
Technical Board for information and coordination between WPs and cities. New
risks that are above a threshold of medium also should be raised to the Executive
Board for information and risk review. Risks that move from being imminent to
being present, either by progression of work or actual incidents need to be raised
immediately to the WP lead and to the PM. They will be tracked in the masterlist
and appropriate responses will be decided.

Risk Treatment

Risks should be managed by tasks as well as by Work Package leaders for their
Work Packages. Cross-cutting risks are the responsibility of the Coordinator
together with all relevant partners as laid out in the risk table. Depending on
ownership, mitigation actions need to be initiated and followed up by the
respective Task leads, whose organisations are defined as risk owners in the risk
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table. These need to coordinate with the WP lead in coordination with the PM. In
most cases, this should be handled at a Task lead level by the risk owner, but for
some cross-cutting risks may be one or multiple Work Package leads.

Risk level and imminence assessment

The following matrix is used to assess a risk level based on likelihood and impact:

——

Likelihood

——

High Medium High High

Medium Low Medium High

Low Low Low Medium

Low Medium High
————— Impact —————

The following categories can be used to specify the imminence of a risk:

Present Risk is already present and is likely to continue until mitigated
Imminent Risk will likely occur within the next 3-6 months
Close Risk will likely occur within the next twelve months
Remote Risk will likely occur within the lifetime of the project

Lessons learned and risk table status

The risk table was expanded based on project work done so far until M6. No risks
were added. Modifications to risks include small updates on risks related to
personnel change and handovers within the consortium. This has also lead to a
reinforcement of the collaborative approach of the project within and outside,
and the need to have good support structures in place.
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Figure 1: Partial view of risk table.
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3. Conclusion
This report has laid out the current state of the CrAFt risk management processes
and the risks identified so far. No major changes in the risks and assessment were
necessary yet. The startup and consolidation phase of the project has helped to
refine many processes in the interaction within the project and with the selection
and collaboration with the cities. Risk management was part of these, and many
processes take it into account. Such learnings are described in the respective
other project reports, as they relate close to the work there and not the overall
larger-scale risks handled here.

The work underlying this Deliverable will be regularly updated as part of Task 7.1:
Project Coordination. The next regular update is due at M12 as D7.7: Risk
Management Plan 2.
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List of Acronyms

CA Consortium Agreement

DoA Description of Action

EC European Commission

EU European Union

KPI Key Performance Indicator

MS Milestone

PM Project Manager

PO Project Officer

TB Technical Board

WP Work Package

WPL Work Package Lead
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